MIGRATION GUIDE FOR
TREND MICRO APEX ONE

Trend Micro Apex One" provides automated threat detection and response against an ever-growing variety of threats, including
advanced threats like fileless malware and ransomware.

Apex One uses a blend of advanced threat protection technigues to eliminate security gaps across any user activity and any endpoint,
and ensures the right threat defense technique is used at the right time. It constantly learns, adapts, and automatically shares threat
intelligence across your environment,

This migration guide will provide easy step-by-step instructions on how to migrate from your existing Symantec endpoint security
solution to Trend Micro Apex One.

REPLACING SYMANTEC WITH APEX ONE IN THREE EASY STEPS.
Step 1: Download and install the Coexist Agent

Download and install the Apex One Security Coexist Agent
a. Loginto you "Apex One as a Service" web console

b. Under "Administration”, click the “Security Agent Download" option
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¢. Choose the desired options and click "Download Agent”
(or choose "Get Download" to get a link to download directly to another machine)

" @ Trend Micro Apex Central™

0 Dashboard Directories Policies Threat Intel Response Detections Administration Help

Security Agent Download

Specify your requirements for the Security Agent installation package.

Operating system: © Windows 64-bit
) Windows 32-bit
O Mac 08
Product: Apex One
Installation Mode: () Full feature set @ Coexist (i)
Server: Apex One as a Senice
Note: To ensure that all Apex One agents can properly communicate with the server, configure prerequisite settings.

Download Agent Get Download Link
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d. Option T: Local install
i. Double-click the security agent "MSI"
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ii. Step through the install process

ﬁ Trend Micro Security Agent - InstallShield Wizard
Welcome to the InstallShield Wizard for Trend
Micro Security Agent

The InstallShield(R) Wizard will install Trend Micro Security
Agent on your endpoint. To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

N T

iil. During this process, the Apex One Security Agent will be installed in coexist mode

*

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Trend Micro
Security Agent. Click Finish to exit the wizard.

ﬁ Trend Micro Security Agent - InstallShield Wizard >
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e. Option 2: Remote deployment
The MSI can be deployed using the software deployment tool of choice (Example: SCCM)

i. To silently install the Apex One Security Agent/Client MSI package using the Microsoft® Windows® Installer,
run the following on the target computer:

msiexec /i <location and file name of the Apex One Security Agent/Client MSI package> /quiet /norestart /Iv <log
location and log name>

Example:

msiexec /i C:\agent_coexist_x64.msi /quiet /norestart /lv C:\ApexOne.log
Where:

/i = install the specified package

C\agent_cloud_x64.msi = the target location and filename of the MSI package
/quiet = Quiet mode, no user interaction

/norestart = Do not restart after the installation is complete

/Iv = create a log file in verbose mode

C\ApexOne.log = the log file that will be created and its target location

As you can see, Trend Micro Apex One is installed side-by-side with Symantec.
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Step 2: Remove Symantec Endpoint Protection / Symantec Endpoint Cloud

Apex One offers the ability to remove many third-party agents during the install / conversion process. This ability
and availability can be discussed with support in the planning stage.

Symantec’s available automatic removal methods can also be used. With our Coexist agent installed, your
endpoints will still be protected during this stage.

For our example, we will remove the Symantec agent manually using Add/Remove Programs.

a) Open "Add/Remove Programs” (also called "Apps & Features”,
depending on your version of Microsoft® Windows®)

b) Select "Symantec Endpoint Protection” and click "Uninstall”

Apps & features

People 16.0 KB
Microsoft Corporation 5/13/2019
Print 3D 16.0 KB
d Microsoft Corporation 472472019
a Skype 286 MB
Skype 8/23/2019
@ Snip & Sketch 16.0 KB
Microsoft Corporation 4/3/2019
Sticky Notes 16.0 KB
Microsoft Corporation 8/27/2019
Sublime Text 3 345 MB
4/19/2019
Sway 879 MB
Microsoft Corporation 5/24/2019
@ Symantec Endpoint Protection 607 MB
9/13/2019

14.2.3335.1000
iy
Tips 16.0 KB
Microsoft Corporation 9A17/2019
@ Trend Micro Security Agent 375 MB
= 9/17/2019

¢) Allow the process to complete, and then restart the machine as Symantec requests

| . S

Symant

|

Symantec Endpoint Protection

Time re| to restart later.

Yes

‘You must restart your system for the configuration
changes made to Symantec Endpoint Protection to
take effect. Click Yes to restart now or No if you plan

No

ion

d) You will now see the green Coexist icon without the Symantec icon on the machine
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Step 3: Convert the Coexist Agent to the full agent

The next step is to create a policy to target your Coexist Agent and convert it to a full agent, with the settings you specify.
Let's create a new policy to migrate the Coexist Agent to a Full Agent.

a. Loginto the Apex One as a Service web console, and choose "Policies -> Policy Management”

@ Trend Micro Apex Central™

bk Dashboard Directories Policies Threat In

Summary Operation Center Fﬂlicy Management Ih

b. Click "Create” to create a new policy

#® Trend Micro Apex Central™

(] Dashboard Directories Policies Threat Intel Response Detections Admini;
Policy Management
Product: Apex One Security Agent E|

4 Create § [ [ [&] mport Settings ~ [2F il % Reorder  gR

c. Name the new policy and choose the endpoints you want to convert. For targets, choose "Specify Target(s)"
and click "Select"”. This will allow you to manually pick which agents in which to apply this policy.

f® Trend Micro Apex Central™

] Dashboard Directories Policies Threat Intel Response Detections Adminis}

< Create Policy

Policy Name:  rmantec Replacement

Targets: @] E—j Mone (Draftonly) O ? Filter by Criteria Set Filter ® ﬁ Specify Target(s) Select

Manually assign targets to the policy. Specified policies take prierity over fitered policies.
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d. Under “Specify Target(s)" choose the "Browse" tab and locate/select the endpoint to add.
Click "Add Selected Targets" and then click "OK".

Specify Target (s) b2

}? Manually assign targets to the policy. Specified targets remain static and cannot be re-assigned to other policies.

Search Browse

Directory: [ Product Directory
L At A rom SeectedFoltr
& M e-m—— A~ OO0  EndpointProduct Assigned Policy Policy Status 1P Operating System
Test_Default_Password_V2 A
O | APEXCENTRAL (Global Fiker) Deployed 1002108 Windows Server 2019
vy Test_Default_Password_V2 | Pending: Waiting for product
|E WIN-10-3 (Global Fiter) e 100375 Windows 10
T
O |winito-cLoup-1 e Deployed 10,0371 Windows 10
v WL T TR L
< 5 |0 |win7-cLoup-1 e e Deployed 169.254.22897 | Windows 7 =
Total endpoints/products in the selected folder. 4 Records: 1-4/4 Page: n per page
iew Action List (1) View Resuts (1) oK

e. Next, go to "Privileges and Other Settings -> Other Settings"”, and under "Coexist Mode Agent Conversion” check the box
for "Permanently convert Security Agents using coexist mode into fully-functional Security Agents”.

~ Privileges and Other Settings

Privleges  Other Settings

Co-exist Mode Agent Conversion

I Permanently convert Security Agents using coexist mode into fully-functional Security Agents Details |

Important:
- During the canversion process, affected Security Agents may attempt to uninstall incompatisle, thirg-party security sofware on the endpoint
- Trend Micro recommends performing a test conversion on a limited number of Security Agents to ensure that patible third-p can be prop: before performing a mass conversion

f. Other settings here can be modified as desired (such as exclusions and optional components), and will take effect when the
agent converts to full. Or you can further change/update the policy later after the agent has converted. This is a good time
to set an Unload and Uninstall password under “Privileges and Other Settings”. Once done click the "Deploy" button at the
bottom of the screen to deploy the policy.

g. The endpoint Security Agent will automatically retrieve and update the policy, enabling full-functionality as defined by the
policy with no prompts and no required interaction by the end user on the endpoint. The Coexist green icon will change to
the full-feature blue icon.

i. Before: n
ii. After:

h. We can then verify the policy by right-clicking the agent and choosing "Component Versions"

Open Security Agent Console
Open Apex One Real-Time Monitor

Update Now

Scan

omponent Versions

Unload Security Agent

THE ART OF CYBERSECURITY °



i. The Apex Central Policy line will display the policy that's currently applied to this endpoint

Agent GUID: 6978050a-fa58-49a8-b1bf-a2a683a32f5 A
Agent port: 21112
Server name/port: Impcfzmanage.trendmicro.com: 443
File Reputation Sernvice: hitps:#osce14.icrctrendmicro.comimecss
(available)
Web Reputation Service: hitp:/fasce14-0-en.url trendmicro.com (available)
Suspicious Object list: 70/18/2019 (Thu) 13:36 v
| Apex Central policy: Symantec Replacement (1) |
Component Yersion Last Update A
Yirus Scan Engine (G4-bit) 11.000.1006
Smart Scan Agent Pattern 15.369.00 a/1712019
IntelliTrap Exception Pattern 1.645.00 a/1712019
IntelliTrap Pattern 0.251.00
Memory Inspection Pattern 1.520.00
Contextual Intelligence Query ... 1.100.1060
Advanced Threat Correlation P... 1.112.00 9/17/2019
Predictive Machine Learning L... 1.117.00 v
Advanced Threat Scan Engine ... 11.000.1006
Close
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j. Opening the Windows Security Dashboard will also reflect the Apex One agent as installed and running.

Windows Security - o x

Virus & threat

Home
Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

protection

Protection for your device against threats.

Trend Micro Apex One Antivirus

Trend Micro Apex One Antivirus is turned on.

Current threats
@ No actions needed.
Protection settings

®© No actions needed.

Protection updates

© No actions needed.

Windows Community videos

Learn mare about Virus & threat
protection

Have a question?
Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

As a cloud-based security solution, Apex One is easy to deploy, with no required on-site servers.

Migrating to Apex One is a simple process and Trend Micro support teams are available to assist you
every step of the way to answer any questions you have.

For details about what personal information we collect and why, please see our Privacy Notice on our website at
https://www.trendmicro.com/privacy
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Securing Your Connected World
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