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Contexte — Attaquant
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Outils disponibles et démocratises
Professionnalisation des attaguants
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Contexte — Défense

Surface d’attaque
Visibilité
Automatisation et efficacité opérationnelle

Compliance

W &
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Fortinet — Présentation

® Versa Networks
Citrix

Fondé en 2000 par Ken Xie o @

Huawei
D
Sitver Peak _ pyo Ato Networks (CloudGenix)

Reconnu comme un leader sur le marché de la sécurité
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Figure 1. Magic Quadrant for Network Firewalls
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Fortinet - Security Fabric

Réponse de cyber-protection aux
évolutions digitales des entreprises

! Visibilité sur I'infrastructure pour gérer le risque
efficacement

! Intégration des solutions Fortinet permettant de
réduire les contraintes de support de multiples
solutions

! Réponse cohérente et automatisée aux attaques
sophistiquées
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Fortinet Security Fabric — Use Case

Reconnaissance

Identification des
cibles

Récolte d'informations

Exploitation
initiale

Exploitation d'une
vulnérabilité

Social Engineering

Phishing

C&C persistance

Maintien des acces de
I'équipement
compromis

Ajout de modules
supplémentaires au
trojan

Mouvement latéral

Utilisation de
I'équipement/compte
piraté pour rebondir
dans d'autres zones

du systeme

d'information

Exploitaiton finale

Transfert des
informations sensibles
en dehors du systeme

d'information de
I'entreprise

Chiffrement des
données
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Fortinet Security Fabric — Use Case

Sécurité périmétrique
— On prem et cloud
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Sécurité interne
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> —— FortiSwitch

— FortiAP
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Protection périmétrigque

Exploitation

L C&C persistance
initiale

Reconnaissance

- Maintien des accés
de I'équipement
compromis

- Exploitation d'une
- |[dentification des vulnéralibilité
cibles

- Social Engineering

- Ajout de modules
supplémentaires au
tojan

- Récolte d'information
- Phishing
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Seécurité périmétrique
— On prem et cloud

Fortigate

Fortimail

Services transverses

@ FortiSandbox



Protection périmétrique — Vecteurs d’attaque

<]

Emails contenant
un document
office avec macro
malicieuse

Lien malicieux
vers malware
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PDF Malicieux
contenant un
exploit adobe
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Mail phishing

Mail
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b

Lien malicieux
vers
telechargement
d’'un malware

[

Faux formulaire

D

Exploitation d’'une
vulnérabilité
Windows

D

Exploitation d’'une
vulnérabilité
logicielle

Web

Exploitation frontale
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Protection périmétrique - FortiMail

Certifié et recommandé par différents organismes
indépendants

Multiplateforme
Intégration 0365

Multiplicité des capteurs de détection

= 0O O O

Appliance  Vijrtual Cloud SaaS
Machine
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Detection of malicious
emails across malware
types and across
malware families.

Overall Detection Rate

Protection and Legitimate
Handling Rate

D!
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virusbtn.com

Spam Catch Rate

Malware Catch Rate

(=]

100

VIRUS

virusbtn.com

Malware Detection Rate

False Positive Rate
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Protection périmétrique - FortiMail

Protections classiques :
SPF / DMARC / DKIM
Greylist
Fortiguard IP Reputation, Antispam, URL Filtering
Filtrage piece jointe par extension
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Cliont: HELO mx.external.lab
§: 250 mx.internal.lab Hello

C: MAIL FROM:<alexternal . labd

250 Sander ck

C: DATA

- From: A <afexternal . labd>

B <blinternal.lab>

mx

8: 354 Enter mail, end with “.*

external

Sat, 1 Apr 2017 16:53:26 +(

lab,

pleased

Banner

to meet you

Envelope
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Protection péerimétriqgue — FortiMalil

I Content disarm and reconstruction :

I Enlever le contenu potentiellement dangereux @ Content Disarm and Reconstruction

I Reconstruction du contenu Action: | deliver -

I Transfert du mail & HTML content Click Protection -
@ Text content Remove URIs -
& M5 Office
& | PDF

office-dde Dynamic Data Exchange fields in Microsoft Office documents

office-embedded-cbject embedded objects in Microsoft Office documents
office-hyperlink hyperlinks in Microsoft Office documents
office-linked-object linked objects in Microsoft O0ffice documents

office-macro macros in Microsoft Office documents

pdf-action-form actions that submit data to other targets in PDF documents
pdf-action—-gotor links to other PDF documents in
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Protection péerimétriqgue — FortiMalil

Outbreak protection

Click and Protect:
I URL’s sont réécrites par le Fortimail
I FortiMail rescanne le lien lorsque l'utilisateur clique dessus

Transmission Sandboxing
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Protection périmétrique — FortiGate

Name €@ Regle-Authen-Users-Internet

) ) | ing Interf i INTERNET (port1) v

Next Generation Firewall neomingTrerace L2 =
Qutgoing Interface | [® INTERNAL (port2) -
Hardware, VM, Cloud Source B ADD_IP_NTW_CODA_PLO x
) & adm.nav X

FortiOS +
Segmentation réseau et filtrage protocolaire Destination = '“‘DD-FQD“-""f'mre'W‘“”M'" x
Unified Threat Management Schedule [6 always v
Service 3] HTTPS x

+

Action V@ seIul @ DENY = LEARN
— O Firewall / Network Options

Appliance  vijrtual Cloud NAT ©
Machine

IP Pool Configuration Use Outgoing Interface Address [REEEIREL il IR ¥l
Preserve Source Port (B
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Show| O All -
= s = 7 = = £3- @ Local Categories ~
Protection périmétrique — FortiGate .0 roeni e
£3- O Adult/Mature Content
&- O Bandwidth Consuming
8- O Security Risk
@ Dynamic DNS
@ Malicious Websites
@ Newly Observed Domain

@ Newly Registered Domain

. . E3- @ General Interest - Personal
Antl'V| I’US E3- @ General Interest - Business

£~ @ Unrated v
Filtrage Web

Ap p I i Cati O n Co ntro I Name * Category Technology Popularity Risk
= ActMobile VPN Proxy Client-Server
& AmazeVPN Proxy Client-Server
AnonymoX Proxy Client-Server
@ AnonyTun Proxy Client-Server
B AppVPN Proxy Client-Server
» ASProxy Proxy Browser-Based
Astrill Proxy Client-Server [
Proxy Client-Server
Proxy Client-Server
A Proxy Client-Server WEEEE
Bestline VPN Proxy Client-Server
(@ BetternetVPN Proxy Client-Server
Proxy Client-Server
Proxy Client-Server
Proxy Client-Server
= CGIProxy Proxy Browser-Based
& CiscoVPN.Client Proxy Client-Server [CT T )
@ Cloud VPN Proxy Client-Server
Proxy Client-Server
© CowVPN Proxy Browser-Based
= CProxy Proxy Client-Server
3 Croxy.ProxyVPN Proxy Client-Server EEEEE|
& CyberGhostVPN Proxy Client-Server
i
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Protection périmétrique — FortiSandbox

FortiSandbox
Cloud

Analyse comportementale fichier/URI dans un
environement sécurisé

Déploiement flexible :

I Soumission fichier automatique équipements Fortinet
I Network Share

I Span traffic

I ICAP

I Soumission manuelle

ICAP Client

Création et partage 1oC
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FortiGate

FortiSandbox
On-Prem

Manual File Submission

Forticlient
3rd party
EPP

Files extracted
from mirrored
span traffic

’ (Tap enabled)
Router
1y 1 13
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Protection périmétrique — FortiSandbox

< VM Images

@ VMimages

Cashbosrs

I Multi OS -

Status

B VMscreenshot (D Enabled VM Types: 474 @y Keys: 25/25 7 Clone Number 25/28

Ensbled| Clone# Load# Extensions

-+

0

0

0

0

jse exe msi wsf upx vbs bat emd dil ps1 jar pdf swt

WEKEW‘“ pptx xls xisx doc docx rtf dotx docm dotm xitx xism xitm xisb xlam potx sidx pptm ppsm potm ppam sidm msg dot xit pps pot pub
i

apk

exe msi vbs bat emd ps1 jar WEBLink

exe msi bat cmd vbs psi jar

posx ppt pptx xis xisx doc docx rtf dotx docm dotm xitx xism xitm xisb xlam potx sidx pptm ppsm potm ppam sidm msg dot xit pps pot 2ip

exe

POl — CustomizedVMs (2) y

I Possibilité de mettre une VM golden image 2w | 7| @i | @
g' &2 WIN7X86VM & © ctivated )
7 . 7 @ Optional VMs (9/9)
I Rapport detal”e W . Androidvm @) - @ activated )
Machine
5 ~  WINIOX64VM 2 @ installed o
Sanbuiey . WIN10X64VMO16 2 & instalied [x]
,ﬁ- ~  WINIOXB6VM 2 8 Instalied )
Sanled | s WINTX64SP1 1 © installed )
B . wweseions 1 © Installed )
Fle
Do | 2 WINBIX64VMO16 1 @ installed ()
\_?w & WINXPVM 7 @ activated [x]
o
& WINXPYM1 6 @ activated [x]
%
Oencton - o
. win7xé4newtool 1 installed
l_._||l win7x
agbimot o2 win7xé4vs 1 @ activated (]

10/02/2021 | Webinar Bechtle & Fortinet : Se prémunir des Cyberattaques grace a la Fortinet Security Fabric

0

1

0

1

pdf WEBLink



Protection périmétrique — FortiSandbox

doc_name = DAIPDBCAVXE  Acd Filter o 9
I Chronologie action 0s DS, | o etew | 0ol | ATeaView
Sesson ID 10843814
e, N . Policy IDYUUID 13/5107b4 WINTXBSYMO14E
I Activité complete : DRI BT s et St
I FIChIeI’S Process Flaw » Indicators (9)
, . ¥ MITRE ATTACK (31)
I MemOIre Count Attack Name Attack ID Description Score Rating
I ReQIStre AntiVieus Check n | h
Aegitry B i “ o ¢ w Fnk
Sart F BOVOOLS 2% ar

I Flux réseaux S - e

FortiSandbox Scan

Result ! Maiqueras

*» File Operations ( 188 )
* Registry Operations [ 502 )
» Memory Operations ( 59 )

* Network Ooerations (0 )
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Protection Interne

Mouvement latéral

Utilisation de

I'equipement/
comptes piratés pour
rebondir dans d'autres

zones du systéme
d'information
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Sécurité interne

Y aae Fortigate

@—— FortiSwitch

@ — FortiAP
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Seécurité interne - Présentation

La couche Access est souvent délaissée et n’est pas
intégrée a la sécurité globale de 'infrastructure.

X

FortiGate FortiAP FortiSwitch

- Etendre la sécurité a la couche access
- Simplifier la gestion
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Secure
WLAN/LAN
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Sécurité interne - Fortiswitch

Segmentation L2 (802.1Q)

Intégre toutes les fonctionnalités de sécurité L2 (DHCP

snooping, RootGuard, AdminEdge)

Identification des machines connectées grace au 802.1X

Intégration a la Security Fabric

Management centralisé grace au FortiLink sur les FortiGate

222 FortiGate 100D FG10X

Upstream | Internet -

o "
x ril"lm Py
3 FortiGate01
| Fabric Root FortiSwitch02
| & spwan-wes
. SVLAN9-WANFO =
. SVIAN10-WANCU o
D(: e
FortiSwitch01
FortiGate02

Security Fabric

= 2 f

@ Dashboard

% Security Fabric
s Fortiview
 Network

© System

B Policy & Objects

& User & Device
I' 'WiFi & Switch Controller v

Managed FortiAPs
WiFi Mags
SSID
FortiAP Profiles
WIDS Prohles
FortiLink Interface
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch Security
Policies

18 Log &Report
@ Monitor

> B FG000IG15804763

£ S108EF4N17000370 = e
i, S R DU T T TT T T LT
£F 5124DP3X16000413 Pote Eid
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........... F
SEEEEE WSS &
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£ 5124DP3X16000522 ok =
2
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Comected s
ort @ porti0
7 S224DFIX16000207 o x S224DFIX16000224
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3 S124EFAN17000106 POE~ P Connecied VLANs @ qtnfortilink
3
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.......... =0 = & Enablec
Cooend = £3 5224DFIX16000224 + Delivaring power
© ponz2 a0
i FS1D243214000285 it Connected w e
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Comecisd 44 T
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Metrics | Bandwidth~

1

Devices

Device

MAC Address
IP Address
DHCP Lease

Online Interfaces

+ Firewall Device Address

= WKS-657

10103
expires on 2021/02/09 10:34:31

& VLAN3-USERS

(= Fortiswitchol :port5)

0s Windows / 10
Topalogy [5 FortiGate0l

2 FortiSwitch0l

mm WKS-657
Sessions 28
Bytes (Sent/Received) 3.89GB |
Bandwidth 397.72kbps |
Packets (Sent/Received) 5.33MB ml

+ Firewall IP Address

=" Quarantine Host
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FortiIAP

I Controleur Wifi intégré au FortiGate
I Isolation des équipements
I Intégration a la Security Fabric

! Facilité de configuration
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m

Internet~

= WIFi & Switch Controller
Managed FortiAPs
SSID
FortiAP Profiles
WIDS Profiles
Security Profile Groups
il Log & Report
€ Monitor

w

FortiGate0l

Device Detection @ @©
Active Scanning @

WiFi Settings

SSID

Security Mode

Pre-shared Key @

Client Limit [e ]
Multiple Pre-shared Keys (B
Broadcast SS5ID ©
Schedule @

Block Intra-SSID Traffic (B
Broadcast Suppression ©

Filter clients by MAC Address
RADIUS server
Local

VLAN Pooling

ol N "N°]

Quarantine Host

(g

FortiAPO1

()

FOrtiAP02

().

FortiAR03 ﬂ

(©)]

FortiAPo4

((’))

FortiAPOS

(*)q

FortiAP06

((°))

FortiAPO7

("))

FOrtiAPOs

| Bechtle-demo

[ weaz personat

Captive Portal

WPA2 Personal with Captive Portal
WPA2 Enterprise

osen

ARPs for known clients
DHCP Uplink
+

Device

MAC Address
Online Interfaces
(o1

Topology

Sessions
Bytes (Sent/Received)
Bandwidth

- 10 26

% iPhone

= 55ID-GUEST (SSID-GUEST)
iPhone /i05 14.0.1

Ell FortiGate01

() FOrtiAP03
1
21044kE Wl
160 bps ]

Packets (Sent/Received) 1.52 kB |
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Visibilité et tracabilité

Services transverses

Exploitation finale

Transfert des
informations sensibles

en dehors du systeme "“H{? FortiAnalyzer
d'information de -
I'entreprise
“H FortiManager

Chiffrement des
données
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& AllADOMs

O FortiCarrier FortiCarrier 1000 MB
( Storage Info
0O root FortiGate 233GB
< Network
] = agm V4 =
Visibilité - FortiAnalyzer Pt : '
-
& Admin .| O FortiAnalyzer FortiAnalyzer 1000 MB
O FortiAuthenticator FortiAuthenticator 1000 MB
Administrators
O FortiCache FortiCache 1000 MB
. . . Profile O FortiClient FortiClient 1000 MB
FO rtIAn al Zer _ ( :e ntral Isatl O n IO Remote Authentication Server | 0 FortiDDaS FortiDDoS 1000 MB
y g Admin Settings O FortiMail FortiMail 1000 MB
0O FortiManager FortiManager 1000 MB
(B Certificates ~
O FortiProxy FortiProxy 1000 MB
Local Certificates O FortiSandbox FortiSandbox 1000 MB
CA Certificates O FortiWeb FortiWeb 1000 MB
I Multi-Plateforme oo e o
- - ’, N L ¥ Date/Time Device ID Severity ‘Source Attack Name Action
1 16:10:17 FGT90D321501 critical 66.240.205.34 Bladabindi.Botnet dropped
I Centralisation log et évenements - R -
3 15:58:31 FGT90D321501 low 199.19.226 67 ZmEuNulnerability Scanner dropped
4 14:55:33 FG100D3G158: critical 120.8592.135 D-Link Devices. HNAP SOAPAction-Header Command. . dropped
yd . L 5 14:14:51 FG100D3G158: high 103.82.144,197 Mirai Botnet dropped
| Ag grég ation. correlations des lo gs : Persooezron s 2z NS HTTo sy e Rt s
) 7 FGT?0D3Z1501] critical 2211523947 NETGEAR DGN1000.CGl.Unauthenticated Remote.C...  dropped
8 FG100D3G158&: low 199.19.226.67 ZmEuNulnerability.Scanner dropped
9 FG100D3G15! low 199.19.226.67 ZmEuMulnerability. Scanner dropped
10 FGT90D3Z1501 critical 197.38.66 Red Hat JBoss AS doFilter Insecure Deserialization dropped
[ Serveur syslog = B o T P
12 FGT90D321501 low 1429312376 Muieblackcat Scanner dropped
13 FGT?0D3Z1501] low 1429312376 Muieblackcat Scanner dropped
14 FGT?0D3Z1501] low 1429312376 Muieblackcat Scanner dropped
15 FGT90D3Z1501 low 1429312376 Muieblackcat Scanner dropped
16 FGT90D3Z1501 low 1429312376 Muieblackcat Scanner dropped
17 FGT90D321501 ritical 93.124.15.205 NETGEAR.DGN1000.CGl.Unauthenticated Remote.C...  dropped
18 FGT90D32Z1501 critical 27416234 D-Link. Devices. HNAR SOAPAction-Header.Command. .  dropped
19 FGT90D321501 high 221178127128 Mirai.Botnet dropped
20 FGT90D321501 critical 45.155.205.108 ThinkPHP Controller. Parameter. Remote. Code. Execution  dropped
21 FGT90D321501 high 45.155.205.108 ‘Generic. XXE.Detection dropped
22 FGT90D3Z1501 critical 172.98.64.135 TrueOnline ZyXEL. P66OHN W1 Unauthenticated.Com...  dropped
23 FGT90D321501 ritical 45.155.205.108 PHPUNit. Eval-stdin PHP.Remote.Code. Execution dropped
24 01:27:30 FGT90D32Z1501 critical 45.155.205.108 PHPUNit Eval-stdin PHP.Remote.Code. Execution dropped
25 0:26:15 FGT90D321501 critical 66.240.205.34 ‘GhOst.Rat.Botnet dropped
— 26 02-02 23:21 FG100D3G158: critical 45.155.205.108 PHPUnit. Eval-stdin.PHP.Remote.Code. Execution dropped
m 27 02-02 23:21 FG100D3G15! critical 45.155.205.108 PHPUnit Eval-stdin.PHP Remote Code Execution dropped
29 02-02 23:19 FG100D3G158: critical 45.155.205,108 PHPUnNit Eval-stdin PHP Remote Code Execution dropped
A I - - 30 02-02 23:07 FGT00321501 45,155.205,108 PHP.Diescan dropped
pp I a n Ce VI '-tu a I C I 0 u d Saas 3 02-02 23:07 FGT0D3Z1501 critical 45.155.205.108 PHPUnit. Eval-stdin.PHP.Remote.Code. Execution dropped

Machine
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Visibilité - FortiAnalyzer

€3 All Events Event

Event Type Count Severity
i Antivirus 125 Medium  2018-04-17 07:12:57

Calendar View o > §172.18.3.250(12)
> §.172.18.3.100(5)
Oversize file found in traffic to 172.16.76.195

WORKGROUP (2)

FortiAnalyzer — Réponse a incident S APt

&l Incidents

ik Antivirus 5 Medium  2018-04-17 07:11:14

# Antivirus 1 Medium  2018-04-17 07:10:54

A Antivirus 2018-04-17 07:08:10

1
2
3
4
& All Incidents 5
6
7
8
9

Unhandled 2018-04-17 07:01:58

St Baittinded 172.18.34, © Acknowledge i Antivius 14 Medium  2018-04-17 07:00:41

> 91721617, & Comment # Antivirus 4 Medium  2018-04-17 06:55:32

Oversize file fot IS s« Antivirus 1 Medium  2018-04-17 06:54:31

Eve nt M an ager o Oversize file fou ([EEET) i Antivirus 1 Medium  2018-04-17 06:54:29

, , 5[ 10) Overstor: e ot Qse Raise Incident
C tivit ibl les ITSM dégj | e
onnectivité possible avec les éja en place S

- 0 13 > linux(2) Incident Cat .
(SerVICeNOW) ol M‘:mﬁmwndi"m ;:Q::V ategory Malicious Code :

M

Affected Endpoint edium
Description Low
0 F Eent Evert Statu Evert Type Count Severty  Fist Oczumerce ¥ Lot Upeate. Aditiona lnfo Handier
O 1 > ForiCou activation alled (340} 9 Fvenit 00 Medm 7 doys g Al socomis s ForiCTou s activation sded 105 Frrt Lo Highor Than Warrivg
O 2 SSLrstal Akt rcoved (163) 5 vt sie9 Mt 7 oy a0 2 minutes ago SSLalert rcbved
[0 3 > Admin login faled (172) et 1219 Mok 7 doys agn 10 it ago -
O 4 stisckladabing Botnect D ews 1 2021.02-09 161017 2021020161047 Genesal
05 wecewus bt ] Medhem 7 doys a0 16 mirtes 2g0
[ & > Diskouota slert (146) 5 Event 5 Mt 7 doys agn 36 mintes ago
[0 7SS Cipher Suites ot sapported 3. £ vent 151 Madm 7 doys agn 7 minutes sgo iphers
08 > Remove ocal do (18] et w Motk 7 doys a0 A bow ago
0% Tmbocl (sl o Event w Motk 7 doys agn A bou ago -
[ 10 DUk Devices HNARSOAPACEion... Miigsied  ® IP5 1 [ Ciica TN An hous g 05 Gormmars Ineckion (CVE-2015-2... IF5 - Celtcal Severily
O 11 > Userlogin taded (630 5 vt as Mutm 7oy agn 2 hours agn - Lol Device Event
[ 12 > Conbgmation changed (3 et a Mok 2 doys a0 2 s g Conlaguration & changed in the adm... FOS Event Lo Higher Than Warning
O 13 MiraiBotnet (16} C=ED ews 14 W) 7 doys agn 2 hours ago General 1PS - High Severity.
O 14 > Diskscen s esded 40} vt n Madkem 7 doys 280 2 hows sg0 B FOS Event Log Hogher Thin Warsing
[ 15 255 decrypton talod (18} 4 bvent = Medm 7 doys agn 2 howrs ago S5L doceypiion aikare FOS Event Log Higher Than Woarning
[ 16 >SS tamlalert st (18] £ vent ) Madim 7 doys agn 2 hours ago SSUAlert semt FOS Event Log Hgher Than Warning
O 17 > MSWindoms HT TRy et . Mgl ® 15 16 EZR 7w - e Erros (CVE-2015-1635) WS- Critical Severity
oo sePhishir Mitigaend G Wb Fiter 13 Medm 20210203 124033 20210203 125148 Secaity Fisk UTM Wl Filtor Event
[ 19 HETGEARDGNIDOOCGLUMthe.. Miged @ IPS n [ TN  hours g Code ejection W - Crtical e
[ 2 > Deeelogfe(s & Event . Mutm 6oy agn & hours agn - Lol Devkee Event
D 21 sttsckRed ot Mo AS dofitersns. itgaind  # IPS 1 ISR 20710203 10:1236 2021-02-03 104236 ©5 Comemand Injection [CVEZ017-1. 115~ Citcal Severty
[ 22 7 Diskog be deleted (67 4 Fvent wn Mm 7 thoys agm 10 hours ago B O Event Log Hghes Than Warning
O 2 > Proges Wiscphese 1 42 He - Mt 7 doys a0 12 hours g0 pugress e phuase 1 FOS Eent Log Hogher Than Warsi
[ 20> Heartbeat device inketace down 5 Event 12 [ S Rr— 14 hours ago Heartbeat devicefntertace) down  HOS Event Lo Higher Than Warning
O 25 ThinkPHPController Parsmeter e Mitgated @ 1PS 2 EXR 7dra 14 hours ago. Code injection (CVE-2019-9082,.CVE Critical Severity
O 26 > Goreric O Detection ) Mgkt ® 1P “ W 4 dovs w0 14 hours g0 Otter (EVE-2012-JM3CVE-01-4_ 175 - High Severity
[ 27 stisckToucOnline ZyXFLPGEOHNY... Wikigied  ® IP5 1 BN 0710203014830 202102030130 Code njection (CVE-2017-16368] 15 - Critical Severty
O 28 PPN G PP R C_ Mg @ 7S & TR v 15 howrs a0 Code Injection [CVE-2017.9841) 195 - Cetieal Severity
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Visibilité - FortiAnalyzer
FortiAnalyzer — SOC & NOC

Fonctionnalité Noc / Soc permet d’avoir un état des lieux
de votre infrastructure
Une visibilité compléte grace a la centralisation des logs
Des widgets personnalisables
I Security Fabric rating / Security fabric Score
I Vulnerabilities Monitor :
Une visibilité accrue sur I'état sécuritaire des machines.
Des remédiations sur les vulnérabilités détectées

WiFi Monitor

System Performance

NOC & SOC v

Security Monitor 4+ Add Widget 8 Dashboard v

Compramisect Ficsts bopios Security Fabric Rating Report - v60-csf

Vulnerabilities Monitor meet com|

WiFi Monitor
[FGT91E4Q16000534] Move the following servers
System Performance li: Defined behind an interface with the role set to "DMZ": ( +50)
Helghtened awareness of network activity, and « Ocicd:7a:6b:b9:a4
ability to recover « 00:0c:29:f4:6:64
Security Fabric Rating Report « 00:25:90:85:52:30
« Ocic4:72:56:46:b4
« Oc:c4:72:56:49:bc

Security Fabric Score

Default Security Fabric Score Iz Developing
Control over what's on the network, and device
lockdown [FGT91E4Q16000534] Install a FortiSandbox
Appliance and configure the FortiGate to send files to
FortiSandbox Appliance for inspection. Alternatively,
configure the FortiGate to send files to FortiSandbox
Cloud. ( +30)

I: Limited
Protection against common external threats
[FG101E4Q17000739] Install a FortiSandbox
Appliance and configure the FortiGate to send files to
FortiSandbox Appliance for inspection. Alternatively,

ranfioirs tha EnrkCate tn cand flac #a EariGandhav

Top Theat Destinationns

User Dta Flow

Top Theeat

Top Agplications

Top Endpoint Vulnerabilities

+ Add Widget [ Dashboard v & Refresh y Night (SEE]

Summary - Last 1 Week > o

Compromised Hosts Monitor

Vulnerabilities Monitor
Security Fabric Sankey

Security Fabric Rating
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Host Name VAN-200880-PC
IP Address 172.16.95.221
MAC Addresses  b0:83:fe:a7:18:2e

Critical Vulnerabilities - Last 1 Week [ ]
[ Security Vulnerability CVE-2017-10096 in Oracle JDK Vulnerability

[ Description

Supported versions that are affected are Java SE: 6u151, 7u141 and 8u131; Java SE Embedded: 8u131. Easily
Security Vulnerability exploitable vulnerability allows unauthenticated attacker with network access via multiple protocols to
CVE-2017-10101 in Oracle JDK compromise Java SE, Java SE Embedded. Successful attacks require human interaction from a person other than
P —— n:; a“na(l;er :;d v:hllse the v\;lv:er;blhkty -s' -;] Juvn|SE, J;vlal SE Embed:ed.'::a:ks m?j slsn;f;c.‘;nllv;l;\p{.}(:)e s
BT ey additional products. Successful atacks of this vulnerability can result in takeover of Java SE, Java SE Embedded.

T i T Note: This vulnerability applies to Java deployments, typically in clients running sandboxed Java Web Start

Security Vulner applications or sandboxed Java applets, that load and run untrusted code (e.g., code that comes from the
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Visibilité - FortiAnalyzer

FortiAnalyzer - Rapport

Modeles de rapport pour tout type de population :
I Board
I Equipe Technique

Personnalisation des rapports

Génération du rapport planifiée
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Top 20 Most Blocked Categories

=

Category

Instant Messaging

Streaming Media and Download
Social Networking

File Sharing and Storage

|4 Pornography

Web Chat

2 Gambling

[ Newly Observed Domain
Games

10 @ Unrated

11 Web-based Email

12 [l Freeware and Software Downloads
13 [ Malicious Websites

14 |44 Alcahol

15 (4 Dating

16 [ Newly Registered Domain

@~ OB W N =

[t=]

Botnet Detected

# Botnet Name
1 Mirai.Botnet
2 GhOst.Rat.Botnet

Intrusions Detected

# Artack Name Severity

1 @ PHPUnit.Eval-stdin.PHP.Re Critical
mote.Code.Execution

2 @ vBulletin.Routestring.widge Critical

tConfig.Remote.Code.Executio

n

@ NETGEAR.DGN1000.CGIl.Un Critical

authenticated.Remote.Code.Ex

ecution

@ ThinkPHP.Controller.Param Critical

eter.Remote.Code.Execution

S5 @ Dasan.GPON.Remote.Code. Critical

Execution

@ vBulletin.tabbedcontainer.T Critical

emplate.Remote.PHP.Code.Exe

cution

@® MS.Windows.HTTP.sys.Req Critical

uest.Handling.Remote.Code.Ex

ecution

@ D-Link.Devices.HNAP SOAP Critical

Action-Header.Command.Exec

ution

@ Telerik. Web.Ul.RadAsyncUp Critical

load.Handling.Arbitrary.File.Up!

oad

10 @ Apache.Struts.2.REST.Plugin Critical
.Remote.Code.Execution

w

B

o

~

(-]

[

Reguests

Counts

CVE-ID
CVE-2017-9841

CVE-2019-16759

CVE-2019-9082,CVE-2018
-20062
CVE-2018-10561,CVE-201
8-10562
CVE-2020-7373,CVE-2020
-17496

CVE-2015-1635

CVE-2015-2051,CVE-2019
-10891

CVE-2017-11317,CVE-201
7-11357,CVE-2019-18935

CVE-2016-4438,CVE-2017
-12611

“ RN NNBLBLLESOO

46,310
5,583
2,288

o
I
N KO

86

27

22

20

30



Management centralisé - FortiManager

Multi-Plateforme

Management centralisé :

I Regles de filtrage et bases d’objets communes
I Mises a jour des équipements

I Sauvegardes des équipements

Workflow / Orchestration
I Automatisation

= 0O O O

Appliance  Vijrtual Cloud SaaS
Machine
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.:' FDE.TIL"U.AED
FORTIGATES
Physical or Virtual

§S[m} \

L _BRANCH IEh

i \ - é ermacen \

| \ <—>\ _INTERNET J-:—‘>.|| ’7

: BRANPH‘ ’/ j Fo;mq,«'re\ ‘ __l
------- ' e
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FORTIANALYZER

L — — — — — 4
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Comy omyedSe( R nsC "\A License Expiry  HA Failover &SDB Forti OSEeﬂ FortiAnalyzs oming

Log EmHmm wmmok
Cuscipt  Emall Forl[xoo(e AWSLambda Azu Goog.l c ioug CO\I ok Webhook
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Conclusion

I Fortinet Security Fabric
I Sécurité en profondeur
I Optimisation codts opérationnels et materiel
I Automatisation
I Regles de conformité

10/02/2021 | Webinar Bechtle & Fortinet : Se prémunir des Cyberattaques grace a la Fortinet Security Fabric

32



Pour aller plus loin — Fortinet CTAP (Cyber Threat Assessment Program)

FLIATINET

! Evalution de l'infrastructure actuelle fi

I Suite a cette evaluation, un rapport sera établi :
4 i i Cyber Threat R
I Détection potentielle de menaces et Reoor e
I Analyse du traffic applicatif

High Risk Applications

: e kA
I Des recommandations P e ——————
B wamcess  Sre —— pry
o S remcrads e
P . - Bt ey e T
! Réseau et mail 8
o - e
Application Winerabiicy Exploits
L;D(M e 30y b et Daeemad
Ty Pt . el W e -
== -
S —
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Accelerate 2021 EMEA Digital Edition - March 10, 2021

D ACCELERATE2021

VISION |

Save the Date

Accelerate 2021
Digital Edition

March 9th AMERICAS
March 10th EMEA —
March 11th APAC/JAPAN
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https://www.fortinetaccelerate.com/
https://www.fortinetaccelerate.com/

Any guestions?

chithavong.chokbengboun@bechtle.com

sylvain.pionchon@bechtle.com

Learn more at
bechtle.com

EFEG
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