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Traditional Networking is Built on Trusting Everyone
and Connecting Everything

125+

840/0 Distributed applications used
by enterprise

Companies are hybrid

@

Networks =

D (©)

90%
ﬂh % 42 B Of enterprises will have experienced

a security incident related to the
edge network by 2026

) loT devices
o O
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Converge
Networking to "N
Secure Networking .5

FORTIFY YOUR
NETWORKS

CONVERGENCE
Converge Networking to Secure Networking to manage
content, application, user, device, data, and location.

FORTIOS | FORTIASIC
Simplify and automate security management with FortiOS, integrating 30+ security and networking functions,
leveraging FortiASIC to improve performance, lower cost, and reduce energy consumption.

Firewall NG L SEEEE L Unified SASE Al-Driven SecOps

Edge Security ZTNA
Secure Networking Unified SASE
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The Fortinet Security Fabric Platform

The Only Cybersecurity Platform Delivering Unprecedented Integration and Automation

N ™ )
Secure Networking Unified SASE Al-Driven Security
Converge security and Secure users anywhere Operations
networking to protect and applications on any Al-driven security operations
every edge and device cloud to detect, investigate, and
respond to threats
¢ ~ @ / ® y,
Network Firewall SD-WAN Cloud Firewall SIEM
Wireless & Wired SSE WAF SOAR
LAN Single-Vendor SASE Access Management EDR/XDR
5G ZTNA NDR
OT Security DEM Deception
NAC Email Security
)
One Operating System
One Management Plane
One Analytics Engine
Unified Endpoint Agent
Al-powered Security Services
J
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U
The Only Cybersecurity Platform Delivering Unprecedented &

Integration and Automation m
SYSTEM PLANE ENGINE AGENT

FortiOS FortiManager FortiAnalyzer FortiClient
Network and Cloud Firewall, SD-WAN, Unified policies for Data lake for EPP, EDR,
Secure WLAN/LAN, Single-Vendor hybrid environments security operations SASE, ZTNA

SASE, and SSE

AlI-POWERED SECURITY SERVICES AND TOOLS

FortiAl FortiGuard Labs FortiAlOps
@ Generative Al e Al-Driven Security Self-healing networks
across the platform Services end-to-end

R
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N
Extend Protection Across the Entire Network with &

Unified Security

m Secure Networking
Hybrid Mesh Firewall Secure Connectivity

Evolution of NGFW to Hybrid Mesh Firewall for unified FortiLink converges networking and security for secure
management that simplifies operations, reduces risk, WLAN/LAN equipment to provide security and automation,

@ and ensures compliance at scale improve visibility and control, and reduce TCO.

ASIC

— 10} @ X § @

Branch Campus Data Center Cloud Native Virtual FWaaS - . o . .
Accelerated ASIC FortiLink FortiAP FortiSwitch FortiExtender FortiNAC
Al-Driven
Technologies
FortiOS FortiGuard Al for Networking Unified
Labs (AIOPS) Management
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U
FortiGuard Al-Powered Security Services &

FortiGuard Al-powered Security Services

APP
CTRL

Integrated into FortiGate NGFWSs, and Across Fortinet’s Broad Portfolio

Protect Against Known, Unknown, Zero-Day and Emerging Al-based Threats

Threat Vectors

[ @  ©
\&2
Web

Applications

Email Files Access Network

! T ! ! T T
KX

Ransomware 0-Day Known Unknown Impersonation
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OT, loT, Segmentation,
Edge Security ZTNA

Firewall Unified SASE Al-Driven SecOps

FORTIOS | FORTIASIC
Simplify and automate security management with FortiOS, integrating 30+ security and
networking functions, leveraging FortiASIC to improve performance, lower cost, and reduce
energy consumption.

CONVERGENCE
Converge Networking to Secure Networking to
manage content, application, user, device, data, and
location.

FORTIFY YOUR
NETWORKS

Integrated Solutions that
Solve Customer Problems
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Technology Advancements Enable Refresh and

Replace Opportunities

Better
Performance

Security Compute
Rating

better than the
competition

7x

201G Security Compute Rating

H =
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Better
Efficiency

Security Compute
Rating - Energy

better than the
competition

29x

90G Security Compute Rating

Better
Security

FortiGuard
Labs

security
effectiveness

99.88%

Competitors: <80% security
effectiveness

CyberRatings.org Security
Effectiveness Report

(D_ata Center Perimeter ) (C_ore Segmentation N Distributed Firewall
Firewall Firewall
‘:' o0
. &>
\_ /1  \ 4
(Firewall As a Service ) (OT Firewall ) Gloud Native Firewall )
@
. I ©
\_ / L J
Virtual Machine Firewall Container Firewall Expand tO
N Hybrid Mesh
[TTTI] .
1 Firewall
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U
2023 Reduced 62% Power Consumption for a Cleaner Future &

Continuous Improvement on Energy Consumption Across FortiGate Series Generations

Key Benefits

Advanced Threat Protection with Energy Saving |l b
T
“g’% Cleaner future with
88 most efficient energy
gx consumption

[e]7=11e]]

-89% FG Models % saving
25Ky | SPS (Series F vs E) Heat
oo . 2022 Dissipation
NP7 | s B :

;9' TR [ W ‘ |- e FortiGate-90G -87%

FG-90G FG-120G FG-900G FG-3200F FortiGate-120G -29%
FortiGate-900G -57%

FortiGate-3200F -70%

Average -62% -61%

* Improvements in maximum power consumption use in
top 4 products sold (FortiGate G/F Series versus
FortiGate E/D Series) in 2023.
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FortiAnalyzer Benefits

Centralized, Automated & Augmented

Quick Start Your SecOps

Keep pace with attackers by simplifying &
amplifying security operations without
adding complexity

amR
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. v 11.06.2024 Bechtle IT Forum 2024 | Lausanne

Increase Operational Effectiveness

Manage risks efficiently while maintaining
agility and responsiveness

Strengthen Security Posture

Constrict the threat actors window of
opportunities with layers of centralized
Automation & Augmentation

© Fortinet Inc. All Rights Reserved. 11



What Centralized
Analytics,
Automation, & Al
looks like




Single Pane for Visibility

, FMG-VM64

é: Ty FAZVM&4-Collector2
S

@ FAZVM542

Topology of the Fortinet
security fabric from a single
console

L © Fortinet Inc. All Rights Reserved. 13
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FortiAnalyzer Threat Monitoring with FortiGuard
Indicators of Compromise

Benefit from intuitive monitoring & detection
of compromised hosts with real-time context

of network activity, risks, vulnerabilities, attack

attempts, and *FortiGuard indicators of
compromise (I0C)

» 10C Threat scoring & prioritization
* Dirill down threat visualizations
 Real-time & historic IOC rescans

« Automatic FortiGate response actions on
FortiAnalyzer threat detections

£.5 Enterprise_FortiAnalyzer
@ Dashboard

& Device Manager

& FortiView

Threats

Traffic

Shadow IT

Applications & Websites
VPN

System

Threats & Events
Traffic Analysis
SD-WAN
Fabric Devices
Local System Performance
Custorn Views
M LogView
B Fabric View
Incidents & Events
B Reports

# System Settings

FiERTINET

L—

<+ Add Widget  [# Edit Layout B All Devices ~ (@ Last 1 Hour ~ 13:33 - 14:33

§2 Compromised Hosts

FortiSandbox Detections Threat Map Top Threat Destinations
% Local Threat Research .
Map Satellite
% Clobal Threat Research

B Events

Incidents

% Threat (FortiClient)

M Toggle Horizontal Menu

Top Threats G M @ L‘g E

Sort By: Threat Level

Top Virus Incidents over Time

2018-10-16
VBA/Agent.LAG!trdldr

- @ na- @k

Dark Mode @ &

Trkiye
Afghanist

I8 8

Hgeria s Egym Pakista Hif
‘Saudi Arebia irdia

Mali ~ Higer Sudan
Chad

Nigerls

rd shortcuts | Map data 2023 | Terms of Use

M Top: 10 + £

Sort By: Most Recent v Auto Play: Il

Search the latest FortiGuard Labs |IOCs

*FortiGuard IOC for FortiAnalyzer appliances requires Hardware Enterprise Protection or al la carte SKUs

amR
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https://www.fortiguard.com/services/ioc

Event & Incident Management

Hight INO0002422  thisis incident

Affected Endpoint/User

Topology ™ FGVA

Operating Syster
Status Registered - Online
Online Interfaces & Guest Network (vsw.port5)

Last Seen Now

2020-01-30 17:11:03 To 2020-01-31 18:25:34

t Uncategorized Not Assigned New

Executed Playbooks
PLAYBOOK STATUS

Compromised Host Incident Running ®
Run AV Scan g o
Run Vulnerability Scan

Get process & connection List

Get Vulnerabilities

Update C&C Blacklist on Edge FortiGate

Quarantine Endpoint Queued...

4 Delete
# Event Count Severity Additional Info

1
103.22
103
it

re VBA/Agent.

Traffic anomaly: icmp_sweep blocked 5
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Audit History
Now ©

VULNERABILITY List
Attached
By Playbook

Hos!

By k: G

VULNERABILITY SCAN
REQUESTED

By Playbook: Run Vulnerability
Scan

2019.06.28.09:49:54

LOOKING UP EVENTS

ook: Comp

By Playbook: C
Incident

By Playbool
Incident

REPORT ATTACHED

By F k: Compromised

PROCESS LIST REQUE!

AV SCAN REQUESTED

By Playbook: Run AV Scan

REPORT SCHEDULED

INCIDENT CREATED

Streamlined lifecycle management with
incidents automatically showing affected assets,
endpoints, users, and timelines, simplifying
complex investigations

» Easily investigate suspicious traffic
patterns and employ filters in predefined or
custom event handler

“Analyze this incident and tell me what
action to take”

FortiAl

© Fortinet Inc. All Rights Reserved. 15



.
FortiGuard Outbreak Detection Baked-in FortiAnalyzer &

‘ A 3 new outbreak reports

Integrated in the user experience, FortiGuard Groupby © Date O Severiy N
Labs *Outbreak detection automatically alerts & S OUTBRE AK ALERTS 'S
downloads content packages for the latest 8 \ 7
malware detection, offering summaries and Kill
Chain mapping. @iular:’le: C:m:wctﬁ( . . .
. . @ rmacrsemart | Microsoft Office and Windows HTML RCE
» Filter & group alerts by date or severity June .
Vulnerability
. o April
FortiGuard Outbreak Detection content packs o Unpatched Zero-day exploited in the wild
H H Fsbruary https://www.microsoft.com/en-us/security/blog/. /07/11/storm-0978-attacks-reveal-financial-and-espionage-motives/
with event handlers, correlation rules, & Jonuary - Ve S R e R g pensae et
repOI'tS 8w Zerobot Attack Microsoft has identified a phishing campaign conducted by the threat actor tracked as Storm-0978 targeting defense and government entities in

Europe and North America. The campaign involved the abuse of CVE-2023-36884, a remote code execution vulnerability exploited via specially
VMware Spring Cloud Function

« Mapped to MITRE ATT&CK®Domain & ID Generic Wb Appication Firew:

Microsoft Signed Driver Malwar Background Storm-0978 (also referred to as RomCom) is a cybercriminal group based out of Russia, known to conduct

crafted Microsoft Office documents spread using phishing techniques

Atlassian Conflusnce and JIRA € ransomware operations. Previously, Storm-0978 has been seen using the "Industrial Spy" ransomware and a

ransomware variant called "Underground”. Storm-0978 is also known to target arganizations with trojanized

Redigo Attack . . . .
edigo Atac versions of popular legitimate software. Some of the identified ransomware attacks have impacted the

BS Hive Ransomware telecommunications, finance industries, and government institutions

*FortiGuard Outbreak Detection & IOC for FortiAnalyzer appliances requires Hardware Enterprise Protection or al la carte SKUs — view the latest content packs

amR . .
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https://www.fortiguard.com/services/security-automation-service

Become the Hunter with Analysis & SIEM Correlation

§23 FAZ-3500G =
@ Dashboard Last 7 Days ~  Dec 13 To Dec 20

& Device Manager )

S Proactively search for hidden threats within your
B Logvew network and unearth subtle signs of compromise,

B Fabric View

el B e A i 2o

Handlers
Incidents

Threat Hunting .
Threat Action (5) 2023-12-13 11:07:05 - 2023-12-20 11:07:04
Log Parser

Threat Pattern (9861) # Threat Type Count Sent (bytes) = Session[ E+}
Qutbreak Alerts

MITRE ATT&CK® Threat Name (79) 24.047,461(71%) n— 21478 14m4ls

TR A Reconnaissance 9,466,837(28%) = 662MB

B Reports File Hash (11585) Insecure Connection 139,854(< 1%)

& System Settings File Name (19771) Risky App 66,350(< 1%)
Mal 42,187(< 1%)
Application Process (28146) alware (< 15%)

Generic Trojan 12,385(< 1%)
Application Name (5070)

Intrusion 4361(< 1%)
Application Service (4956)
Phishing 258(< 1%)
HTTP Referrer (319)
Destination Domain (1490)
Destination IP (4630)
Source IP (14404)
Event Action (134)
Event ID (75579)

FEIRTINET UEBA User ID (9)

amR . .
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FortiAnalyzer Attack Surface Security
Rating & Compliance

v AUU VVIOECL | .ILI[ ait Layoul | FINI-UCiviu ™~ W LdSL 1L YVEUK T LVLITIVTIUUT LUV UY T UL O IV ca Uy Luag
Security fabric rating report HH
£1% FAZ-3500G
* Dashboard
Continuously assess your security posture, B Device Manaer Maturity Milestones o -
1 1 ilif: 141 H R Select a milestone to inspect ChartType:m RINGS Configurations To EEtésecurl_tv Rating all Fom.Gates mlthe
including unpatched vulnerabilities & critical security Threats Completed Security Fabric must have a valid Security
settings. Benefit from real-time monitoring & analysis - — Protection against comman 30221/30267 Rasing License
. . o adow | . .
of your Security Fabric deployment with scores for popictions & Websit eemalthreats completee
osture, Fabric coverage, and optimization. YA , Control over what's on the 48/55 The top 5 things to improve your score are
LEVEL 2: DEVELOPING &
System ) network, and device lockdown Completed [FGYMD4TM23001897]Define a role for the

» Attack surface visualization Threats & Events following interfaces( +120)
Traffic Analysis Heightened awareness of network o 62/78 [5426EFTF21002181]Upgrade firmware version to:
1 1 1 1 LEVEL 3: DEFINED activity, and ability to recover ’ Completed 70.5{+75)
» Security Rating & best practice recommendations SO-WAN v Y P [FEVMO4TM22000188]Upgrade firmware version
. . . Local System Performance following interfaces: +120) [ |
* Industry specific compliance reporting e hened s of retuo e (5426EFTF21002181]Upgrade fimwiare versio to:
Custom Views LEVEL 3: DEFINED g . - ' 7.05/(+75)
m activity, and abilty to recover Completed [FEVMO4TM22000188]Upgrade firmware version
. . . Log View >
 Historical trend analysis .
Fabric View > . . o=
B Incidents & Events , Security fabric topology o=
B Reports >
#¥ System Settings » NGFW_PRI Demo-FortimallGatevray
— LANEdge-CampusFW
FiERTINET
1 1 0 o
L © Fortinet Inc. All Rights Reserved. 18
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Maximize Your Investments with Best Practice Reporting

FSBP Security Rating Report

Data Range: 2023-03-17 00:00:00 20 03-17 18:24:38PDT (FA

SECURITY POSTURE

F::RTINET

“ Security Posture  Identity configuration weaknesses and best practice violations in deployment.

16

® 56.25% Passed (9)

® 25% Failed (4)
12.5% Unmet (2)

® 6.25% Exempt (1)

SECURITY CONTROL RESULT: 4 Failed

Admin Password Policy (FSBP SH05.1) - 2 Failed ( Score: -20)

Score 157.27 Overall Grade €

Grades

E Fabric Security Hardening Audit Logging & Monitoring
H Threat & Vulnerability Management E Network Design & Policies
“ Endpoint Management n Firmware & Subscription

N/ Fortiguard Outbreak Detection

Admin Password Policy 2 Devices
A password policy should be set up for system
administrators.

Admin Password Policy FAZVMSTM

. Admin Password Policy FortiGate-101F

Admin Password Policy (FSBP SHO05.1) - Recommendations

2 Scopes FSBP SHO05.1

Global - Failed FSBP SHO5.1
Q
Device - [ Failed | FSBP SHO5.1

S N S L

FAZVMSTM @ Global

FortiGate-101F Device

Enable a 5|mple password policy for system administrators. By default, the password policy will
enforce a minimum password length of 8 characters.

Enable a simple password policy for system administrators. By default, the password policy will
enforce a minimum password length of 8 characters.

Maximize the deployed FortiGates in terms
of Security Posture, Fabric Coverage,

and Optimization. This report consolidates
security ratings performed on fabric
deployments.

-amR
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Connect, Automate, & Optimize

%.Z Enterprise_FortiAnalyzer =
Dashboard CYNSUY  Connectors | Playbook | Playbook Monitor
Device Manager
Toggle Widget v
FortiView
Log View Playbook Summary o Total Executed Playbooks and Actions Trend
Fabric View

- -0 Playbooks
Automation

Total Playbooks Executed

1865

Asset Identity Center

Connectors

Speed incident analysis and response } e s fene

Reports

with one-click config connectors, Management Extensions

System Settings

continuously updated playbook templates, Total Playbook Actions Executed
and countless event handlers 7021

Playbooks Executed

Demo Playbock- Run \

Demo Playbook- Get Proc

Demo Playbook- Get S wentory
Demo Playbook- Critical Intrusion Incident
Demo Playbook- Compromised Hest Incident

1S Connector FortiDemo)

e m EMS (EMS Connector FortiDema)
1865

Update Asset and Identity Datab. MS Connector FortiDemo)
Playbooks Executed

Fi:ATINET
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U
Unify Management & Response with an Al Advantage Bl

Analytics-powered log management for the Security Fabric

Detect in Minutes Streamline, Reduce
Not Days Your Workload

E2 &

Eliminate Scale When You’re
Blind spots Ready

@ B

L © Fortinet Inc. All Rights Reserved. 21
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Do More with Less

Visibility

Single Pane of Glass

Save time from having to access
each system

r 1 1)
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Better Security

1957

Automation

Move away from whitelisting

Detect Anomalies

Compliance

2

Auditable

An audit heavy environment,

made easy

© Fortinet Inc. All Rights Reserved.
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What Bechtle
Security Managed
Services looks like




What about Bechtle Managed Services ?

24/7 MONITORING & INFRASTRUCTURE
HEALTHCHECK

JUMP HOST

[
A

/—'\?

|
-.w 11.06.2024 Bechtle IT Forum 2024 | L

0

N

BECHTLE MANAGED SERVICES —
TECHNICAL TEAMS

LOG MANAGEMENT & ANALYTICS

CENTRAL MANAGEMENT
UPDATE MANAGEMENT

e
-
L ]
-«
-
- o
-
L IS

S
S
S
S
S
S
S
© S .@

Recertified 2024

In progress (ETA 2024)

© Fortinet Inc. All Rights Reserved.
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What about Bechtle Managed Services ?

SERVICE OPERATIONS & SECURITY MANAGEMENT (CH RO)

SERVICE DESK | L1

IT Technicians

SPOC & 1st Level for
Incidents & Requests

Ticket creation & lifecycle
Remote and on-site resolution

Daily checks

24/7 MONITORING & INFRASTRUCTURE HEALTHCHECK

UPDATE MANAGEMENT

CENTRAL MANAGEMENT

LOG MANAGEMENT & ANALYTICS

r 1 1)
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How Fortinet helps
Bechtle In
operations
simplification




FortiManager — Update and Secure

REDUCE
H D 0 SECURITY RISK

OPERATIONS
OPTIMIZATION

REACTIVITY
IMPROVMENT

© Fortinet Inc. All Rights Reserved. 27



Orchestration

Security Baseline

Deploy in a large scale Bechtle
Managed Services integrations &
Security baselines and improve
them simply

]
. w 11.06.2024 Bechtle IT Forum 2024 | Lausanne

FortiManager — Orchestrate & Standardize

More efficient

... and more secure

Devices updated regularly & 0-Day
breaches patched more quickly

Safe update & rollback process

Standardization

... and simplification

Help technical teams in their day-
to-day operations and
understanding to identify anomalies

easily

© Fortinet Inc. All Rights Reserved.



FortiAnalyzer — Security through Visibility
(D) Veris & Ramaiaton™

Architecture based on Al
from FortiGuard Labs

Predefined playbooks
ﬁ provided by FortiGuard and
[‘ fully customizable

Foundation for Managed
& Detection & Response
(MDR) service

© Fortinet Inc. All Rights Reserved. 29




Merci!

Des questions? Contactez-nous: it-forum.ch@bechtle.com
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