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Why are breaches still
occurring and increasing at an 
accelerated rate?
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• Are we safe? Do we know our security situation?

• How high is my risk?

• Do I need to actively intervene today?

• Are the investments in cyber security appropriate or do they need to be readjusted?

• Are we insurable?

• Do we comply with regulatory requirements?
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Challenges



What can be achieved with
Trend Micro?
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Passive Cyber Security

Reactive Cyber Security

Proactive Cyber Security
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• Focus on protective measures
• Traditional technologies in place

like Firewalls, IPS, EPP, CWPP
etc.

• Established SOC or MDR-Service
• Capabilities to detect anomalies

and suspicious events
• Prepared to defend attacks quickly
• Technologies in place like EDR /

XDR, NDR, SIEM, SOAR etc.

• Continuous Attack Surface
Monitoring with proactive
evaluation and mitigation of
risks

• Technologies in place like ASM,
ASRM, VAS etc.
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Detect and respond faster

TO: Extended Detection and Response (XDR) to focus on what’s most important. 

Cross-silo 
Detection

Risk-based
Prioritization

Automated
Remediation

Managed 
Detection & Response
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Proactive Security | Attack Surface Risk Management

Discover the entire attack surface with 
integrated cyber asset and external ASM

SaaS Apps, Cloud Assets Identities, 
Devices, Data,  External-Facing Services, 

Cloud-Native Apps, OT, WFH

Assess vulnerabilities and exposures, 
adversary activity, and security 

configuration to determine likelihood 
and impact of an attack

Prioritize and Mitigate

Proprietary cyber risk quantification informs 
individual asset and enterprise-wide risk
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Credential 
dumping activity
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Domain controller 
with misconfigured 
security
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Vulnerable API
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Automate risk mitigation actions to reduce 
your attack surface and minimize risk

Continuous attack surface discovery, assessment, and mitigation

Across identity, cloud, and on-prem surfaces
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Ecosystem

 Integration

Zero Trust
Architecture

Orchestration and Automation

Extended Detection and Response (XDR)

Global Threat IntelligenceAttack Surface Intelligence •  Zero Day Initiative Threat Research •  Big Data Analytics

AI Native Foundation

ICS/OTNetworkEmail Cloud 
Infrastructure

Applications Code 
Repository

5GUser and 
Identity

DataEndpoints and 
Servers

Risk Mitigation •  IT Automation Custom Playbooks •  Case Management

AI Privacy and Ethics •  AI Companion Generative AI • Custom LLM • Machine Learning

Email Security Endpoint Security Cloud Security Network Security Identity SecurityData Security
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Merci!
Des questions? Contactez-nous: it-forum.ch@bechtle.com
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