Microsoft Azure
Information Protection

T Prenez le contréle de vos-données




Agenda.

—_—

Présentation de Bechtle Suisse SA

2. Introduction a Microsoft Azure Information Protection
3. Classification des données et « Sensitivity Labels »
4. Parameétres et « policies »

5. Protection et chiffrement

6. AIP Scanner

7.  Monitoring et administration

8. Expérience utilisateur

9. Modeles de licences et fonctionnalitées AIP P1 et P2

10. Questions/Réponses et conclusion

08.12.21 | Webinar: Bechtle & Microsoft — Prenez le contrdle de vos données avec Microsoft Azure Information Protection




Presentation de
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Bechtle Suisse SA.
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Azure Information Protection
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Introduction a Microsoft Azure Information Protection

)

Le cloud Microsoft

Office 365
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Introduction a Microsoft Azure Information Protection

Un nouveau contexte sécuritaire a appréehender

AN
B Internet
‘ i 4 |
I Firewall  Filtrage des mails = Multiplication des appareils

o Besoin accru de mobilité
W Antivirus

mmmmm Phishing
Backup Ransomware
I ' Social engineering

Les données migrant vers le Cloud et les utilisateurs étant de plus en plus mobiles, de nouveaux challenges
nécessitent de nouvelles réponses.
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Introduction a Microsoft Azure Information Protection

Les réponses de Microsoft 365 a cette nouvelle situation

- La défense globale contre les cyber-attaques

La protection centrée sur la donnée

Le contrble des appareils et de leurs acces
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Introduction a Microsoft Azure Information Protection

Concept Microsoft AIP
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Data is created, imported,
& modified across
various locations

Data is detected
Across devices, cloud
Services, on-prem
environments

Sensitive data is

classified & labeled
Based on sensitivity;
used for either
protection policies or
retention policies

08.12.21

Data is protected
based on policy
Protection may be in the
form of encryption,
permissions, visual
markings, retention,
deletion, or a DLP action
such as blocking sharing

Data travels across
various locations: is shared with
others
Protection is persistent,
travels with the data
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Data is monitored
Reporting on data
sharing, usage,
potential abuse; take
action & remediate

l

A

Il

Retain, expire,
delete data
Via data
governance policies




Introduction a Microsoft Azure Information Protection

Protéger et suivre la donnée

A

Discover Classify and label Protect and control sharing Monitor and remediate

Detect sensitive data across a variety of  Classify sensitive data and apply labelsto  Apply flexible protection actions, such as  See what's happening with your sensitive data to
locations, based on the rules you define.  documents and emails — automatically or  encryption, access restrictions and visual gain more control over it.
manually. markings.
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Classification des données et « Sensitivity Labels »

Protéger et suivre la donnée

08.12.21

Mame

Public

Interne

Confidentiel

Pas de protection

Protection avec chiffrement

Secret

Pas de protection

Protection avec chiffrement
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Order

0 - lowest

7 - highest

Scope

File, Email

File, Email

File, Email

File, Email

File, Email

File, Email

File, Email

File, Email




Parametres et « policies »

Protéger et suivre la donnée

Policy settings

You can choose to have a default label, mandatory label, or require users to justify actions on
their end.

Apply this label by default to documents and email

| Interne e

Users must provide justification to remove a label or lower classification label
Requires users to apply a label to their email or documents

Provide users with a link to a custom help page

| https.//intranet/AIP/Help.aspx
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Protection et chiffrement

Protéger et suivre la donnée

Encryption

Control who can access files and email messages that have this label applied. Learn more about encryption settings

O Remove encryption if the file or email is encrypted

@ Configure encryption settings

Assign permissions now or let users decide?

Assign permissions now

The encryption settings you choose will be automatically enforced when the label is applied to email and Office files,

User access to content expires (i)

Mever

Allow offline access (1)

Always

Assign permissions

Only the users or groups you choose will be assigned permissions to use the content that
has this label applied. You can choose from existing permissions [such as Co-Owner, Co-
Author, and Reviewer) or customize them to meet your needs.

—|— Add all users and groups in your organization
—|— Add any authenticated users (0
—|— Add users or groups

—|— Add specific email addresses or domains (0
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Protection et chiffrement

Proteger et suivre la donnée

Assign permissions now or let users decide?

Let users assign permissions when they apply the label

E Wicrosoft Azure Information Protection it

Sensitivity Test Encryption

Select permissions Only for me ot
Select Permission

Select users, groups, or organizations Example: John@contoso.com ;.. 1 Viewer - View Only
Reviewer - View, Edit

: : o Co-Auther - View, Edit, Copy, Print

Expire access Mever (Click to set an expiration date)

Co-Owner - All Permissions
Apply Cancel Only for me
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AIP Scanner

Découverte et labélisation des données on-premise

AIP scanner nodes /

profiles / analytics
M365 Security /

Compliance
Center
HTTPS -
svB :
NFS File shares
e (preview)
— ﬁ ,// [N
B —. _— — L N
SQL Server - il
database — HTTP/ +
T HTTPS
AIP Scanner S MAS storage

Server cluster E>

SharePoint
server
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Monitoring et administration

Analytics Workspace

== columns B Log Analytics

Activity date: Last 31 days

Date

6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021
6/10/2021

&/10/2021

Time

330:51 PM

32927 PM

3:29:16 PM

3:29:07 PM

3:28:56 PM

3:28:22 PM

312709 PM

326:48 PM

32646 PM

326:44 PM

3:26:37 PM

3:26:26 PM

32551 PM

3:25:38 PM

3:24:58 PM

* Displaying first 1000 records

Information types == None

User

Label == Any

Item name
| T RS————
O i ]
Bk smpn =
O = o I

P 8 9 8 R 2 8 9 7 8 @
i
[ 5

Result status == Succeeded

Activity
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access
Access

Access

F add Filter

Label

Public

Public

Public

Public

Public

Public

Public

Public

Public

Public

Interne

Public

Public

Interne

Public

Protection
Mo
Mo

MNo

Device name

(=R
(=E
b
& mr—
(m R
=
Heooo
=g
=Rt
e
e
£ B
e
fd o
o

Application name
Outlook
CQutlook
Outlook
Cutlook
Cutlook
Outlook
Outlook
Outlook
Outlook
CQutlook
Outlook
Cutlook
Cutlook
Outlook

Outlook

Result status
@ Succeeded
@ succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ succeeded
@ Succeeded
@ Succeeded
@ Succeeded
@ Succeeded

@ succeeded

[ ]e
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Monitoring et administration

Activity Explorer

Data classification

Overview  Trainable classifiers  Sensitive info types  Content explorer  Activity explorer

Review activity related to content that contains sensitive info or has labels applied, such as what labels were changed, files were modified, and more, Label activity is monitored across Exchange, SharePoint, OneDrive, and

endpoint devices, Support for more locations is coming soon. Learn more
Filter "% Reset "% Filters

Sensitivity label: Any User: Any Location: Any Activity: Any Date: 6/3/2021-6/10/2021 ~

&/7/2021

File read 13078
1250 Label applied 42
06 Label changed 0

15K

06/03 06/04 D6/05 D6/06 06/07

M Fizread M Lsbelappied M Label changed

J_, Export
Activity File Location User
File read Endpoint devices
File read [ == Cally = = Endpoint devices
File read [ == Cally = = Endpoint devices
File read u = m Endpoint devices
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60589 items [TH Customize columns
Happened
Jun 10, 2021 412 PM
Jun 10, 2021 412 PM
Jun 10, 2021 412 PM

Jun 10, 2021 412 PM




Monitoring et administration

Track & Revoke

AutoSave (® off) »

File

financial-history - Saved -

Home Insert Draw Design Layout References Mailings Review View Help 15

(halall 1E] [P &

™
Paste r~' Font Paragraph | Styles | Editing | Dictate
L » W b e w
Clipboard Voice

0,

08.12.21

Permission is currently restricted. Only

REsIRICTED.ALEns specified users can access this content.

Classified as Highly Confidential

3 F

Sensitivity =~ Editor

L

amacedo{@contoso.com
Non-Business
Public
General
Confidential >

v Highly Confidential >

Revoke Access
@ Learn More
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Monitoring et administration

Super User et garantie d’accés aux contenus chiffrés

Li ]
.

i
&2
F-3

d

b

Home >

» Groups | All groups (Preview) »

AIP Super Users | Privileged access (Preview)

Group
#
Overview (Praview)

Dvagnaose and solve problems

Manage

Properties

Members (Preview)

Cramers (Préviaw)
Admirnstrative unis [Preview)
Group memberships (Praview)
Assigned roles (Preview)
Applications

Licenses

Azure role assignments

Activity

Privileged aceess (Preview)

ACCess reviews

+ Add assignments 57 Settings () Refresh <4 Expon

Eligible assignments

Active assignments

Expired assignments

| 22 Search by meémber name or principal name

Mame

Member
James Madison
Gearge Washington

John Adams

Principal name

jamasd
gearged:

johng

Type

onmicre User
onmic User

micrar User

Membership  Start time

Direct 81272020, 1:53:01 PM
Direct B8/12/2020, 1:53:03 PM
Direct 8/12/2020, 1:53:05 PM

End time

871272021, 1:31:17 P
§/12/2021, LSLT P

871242021, L5117 PM

Action

Remove | Update |
Remaove | Update |

Remove | Update | =«
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Expérience utilisateur

Client AIP et intégration

Enregistrement automatique Document] - Word testbur?

1 A i a v N
|;|:||_' Calibri (Corp ~ |11 A A | Aa- fﬁp &‘ AaBhCeDc AaBbCeDe AaBbCl

Coller & G I S -ab x X B~ £ - ﬁ - Sensibilité T Mormal | T5ans int. Titre 1
Presse-papiers = Paolice P Paragraphe x| Sensibilité Styles P
& Interne Public Interne Confidentiel - Secret -

Sans titre - Message (HTML)

Fichier ~ Message Insertion Options Format du texte Révision Aide @ Dites-le-nous
n & A A D&; D
LD @ |GIs|=-=-|== . ’ > _Fh @-J 4
Caoller " 7 7| Moms | Inclure | Sensibilité | Indicateurs | Dicter | Afficherles
NS | £-A- === A © ° - © - modeles
Presse-papiers Texte simple Sensibilité Voix Mes modéles
' Public # Public Interne Confidentiel = Secret - »

B o

Envoyer Ce

Objet
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Ouvrir
Modifier
Mouveau

Irnprirner

[:il‘richier Accueil Insertion Conception Mise en page Références Publipostage Révision Affichage Aide 2 Recherct

0

Edition

-

g

Dicter

-

Voix

Créer des fichiers PDF ou bitmap avec PDFCreator

a Classer et protéger




Expeérience utilisateur

Intégration Teams et Sharepoint Online

What kind of team will this be? X
Sensitivity Learn more

Confidential N

Teams with this sensitivity must be private.
Privacy

k
n Private MY  General Posts Files Wiki + @ Team | Conlidentall (@)
| People need permission to join o
Welcome to the team!

Here are some things to get going...

Add more people

Create more channels

Open the FAQ
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Expeérience utilisateur

Contenu chiffré et utilisateurs externes

i Reply @RepIyAII = Forward ‘Sim
Tue 5/26/2020 2:19 PM

F . Financeuser <Financeuser@  J.onmicrosoft.com>

[External] Test
To Kopalle, Kartik

@ 1f there are problems with how this message is displayed, click here ta view it in a web browser.

j message.rpmsg .
108 KB

Financeuser [Financeuser@j

Imicrosoft.com) has
sent you a protected message.

7]

Read the message

Learn about messages protected by Office 365 Message
Encrvption.

e

We sent a one-time passcode to kartik gmail.com.

Please check your email, enter the one-time passcode and click continue.

The one-time passcode will expire in 15 minutes.

One-time passcode || |

[ This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time
passcode.
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Modeéles de licences et fonctionnalités AIP P1 et P2

Azure Information Protection Premium P1 et P2

a Microsoft Azure Information Protection

a Microsoft Azure Information Protection et

Confirmation Required

admin@econtoso.com

You are about to send content classified as General to one or more untrusted recipients:

Your organization policy requires confirmation for you to send this content.

Justification Required

Your organization policy requires justification for you to send content that doasn’t have a
label.

O | confirm the recipients are approved for sharing this content
O My manager approved sharing of this content

A
Configure conditions for automatic
and recommended classification

Set labels to automatically apply pre-
configured S/MIME protection in

Confirm and Send | | Cancel I ® Other, s explained
a Microsoft Azure Information Protection X
Email Blocked

You are about to send content that doesn't have a label.

Your organization policy does not allow this action.

Confirm and Send

Qutlook F

Control oversharing of information
when using Qutlook (warn, justify or
block emails),

Azure Information Protection scanner
for automated classification, labeling,
and protection of supported on-
premises files

08.12.21 | Webinar: Bechtle & Microsoft — Prenez le contréle de vos données avec Microsoft Azure Information Protection

23



Modeéles de licences et fonctionnalités AIP P1 et P2

AIP P2 Automatic classification and labelling

Sensitive info types
O Search

D Select all

Japan Bank Account Number

German Driver's License Number

Japan Passpart Number

France Passport Number

Canada Driver's License Number
U.S. / U.K. Passport Number

Australia Tax File Number

SWIFT Code
Israel National 1D

ABA Routing Number

Snain Sacial Sacority Numbar (ISSRY

m Ca" cel

UK. National Insurance Number (NIN...

Singapere National Registration Ident...

India Unigue Identification (Aadhaar) ...

New Zealand Ministry of Health Num...

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Microsoft Corporation

Mirrneaft Carnaratinn

Trainable classifiers

Trainable classifiers are used to identify categories of content specific to your organization, like
contracts or employee agreements. Learn more

O Search

D Select all

Offensive Language Microsoft
Resumes Microsoft
Source Code Microsoft
Targeted Harassment Microsoft
Profanity Microsoft
Threat Microsoft
d b
ﬂ Home Insert Design Layout References Mailings Review View Help 1% Share I comments | &

(i) poucyTip

AutoSave (@ off) B 9-1 =

Your organization recommends that you apply the sensitivity: All Employees. Confidential data that requires
protection, which allows all employees full permissions. Data owners can track and revoke content.

Apply sensitivity

Credit card: 4242-4242-4242-4242

x

r
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Des questions ?

f v @ B in
|
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